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MINIMIZING CYBER THREAT, FRAUD & RISKS
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& DATA PROTECTION

nagnsiouiu “Voyaain”
nlrSalnagrymennmane

New Normal of Cyber Risks
Data Leakage & Loss Prevention Methodology
sonal Data Protection Act
Data Leakage & Breach Investigation using Digital Forensics
yer Incident Response: Setting Up Security Operation Center
Cyber Security Maturity Assessment State of Cyber Risks
olistic Approach to Cybersecurity Risks

Cybersecurity in Digital Money: The Coming of Age
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& DATA PROTECTION

TOP REASONS WHY YOU SHOULD ATTEND!

\Ta be up to date ITd be able to identify
To be up-to-date with cyber threats To be able to identify and evaluate cyber
(Matdnuna:unntinneselsives) risks accurately
i (vadlkivan 191:1An=a AowIdedTndvwanuadAnsAtu
la:s=AUAYUIABIUUGUIATHU)

JT8 establish ~ [58 be well-prepared

To establish effective security operation center To be well-prepared to combat and response

(a§1uqusjs:5\1ua:moufﬁﬂ:nu|§ia\1n'|\1ﬁa‘7ﬁaiﬁu'\7\1uns'a) : to possible incident

(wSoumaulsinazi@eosdonnangi)

DISCUSS & LEARN
IN THIS 2 DAY

INTENSIVE SUMMIT

msuaulfifunwlnnjnaziialausunneivfaluauinm - NSs:UIKANISUUNDAYUIFBIEIIA:anAIIAEN

a§1\lS:UU5ﬂﬂ1SI\7\"i0IOWUU:HOWUIﬁU\] - MsAITUIIU 1a=NISASIVAOUUINSNISAIUAL

atuayuna:sne1Jusssun1sInnsauIdssniiunisiasuasunisdoansnaniouaziiunius:ring
ACUZNSSUMSIA:GUSHISTANISAILIFEY

979IUIN1INagns Cyber Security TRURURATAMUNovAIWolavnunsnennelula:n1guonadrns

ﬂ'lSﬁ‘lIUUﬂ‘lSﬂ'lUﬂSOUﬂ’]Sﬁ'l\]’]UF]O']UIéEJ\]ﬁ.U’W'mﬂC)'IUIﬁUWO\][ﬁO\]ﬁUTUO\]FiﬂSOEj'l\]UUS:ﬁnéﬂ'lW

msannagnsiWenauauadrioinnanisinAalltuolkssiivausnadtusalUliog1usollo

msussm'llla:nouquuans:nunmuﬁiw: ﬂ'lSI’ié'ﬂIéEJ\], N1SanAIMUSUIISY, n1sgousSunSonisUSuanw
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& DATA PROTECTION

o msuavin wiknjvesnsATnanonJodANns

®

e pulasundadlkuiinavunay
Teiwoslugn Digital Disruptive

Kev

SUMMIT

HIGHLIGHTS
o AwAWIsnlunsussiniiazigeogINSUINAINA

L N . 1o o — -
limaiu Inelimlinisusnisssiva:nnaas

fWiHO SHOULD ATTEND

- o Senior executives; Presidents, CEOs, COOs, CFOs, CMOs, SVPs, VPs, MDs,

o msdamus-uuiloviuioATnani
Us=ansnaw

e ATUNINIYINAIYNISSULINUNIATAA
nnglunazn1guanavAns

GMs, IT security officers, IT auditors, Compliance officers, Corporate
Investigators or Other security-related personnel

rartinte nazgiamsdouingaveviuanaviusioluu:

« NSUSKHISADUIZEIOVANS « ANUIFSINIFIAA
« doulwuIUSNEINLUADATIOIANS - douNUIUSSA9NANagNS
- NAgNSavAns * ADWFDITINISSTY

» gnsovdounelu / Ynsoedauansauine

0 soum gidwredngulenns:Aunaznusnenessienidaousoulu
n1sfinuAnagns Cyber Security & Fraud Response
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& DATA PROTECTION
DAY ONE: 18 JUNE 2024

2AAAUIAEY
figANAILNVoLa
'[mhaauaﬂnaﬂ

09.00 - 10.30
THE NEW WAVES OF CYBER RISKS DRIVEN BY DISRUPTIVE TECHNOLOGIES

1 Anwanuusiaziatotiuguiuuvod Cyber Risks ANAVUMTAns:IanmsivaguilavagusoniSonassulisy
vauuo‘mnssuua mnIuIaﬁTuaﬂoma'mnssu 4.0 (Industry 4. 0) InglawnzoggunuNIsnssnaNa: oma'mnssusim

- el e e

0 Mr. Pathom Indarpdom
— Former Managing Director, loT & Digital Solutions

‘\_/A True Digital
Y K1 iscussion N

« Understand Landscape of Disruptive Technologies Ecosystem and Digital Economy

» Shed light on how the new normal driven by Industry 4.0 will shape the way leaders run their businesses, lead
their organizational transformation, create new S-curve and manage cyber risks

« Focus on holistic approach to manage and orchestrate business ecosystem that will help firms adapt to
transformation and new normal of cyber risks much more effectively

\- Guide through Persuading C-suite leaders to truly understand the value of Cybersecurity J

« MAlINMwsauveds:uutioAninAlulaglugaAina
« BuganswavovAIlasuIlaviinaVusiassia 35MsUSUoVANSTAMOMU a8 S-curve lla:USHISAOLIAEINWATNA
« udIRs =KL luMsusSIsWolRiiANsUSUgoRdoardadiiazinu-auiuacLidediugadoquu

« IuznuanWMsIiutagusmss=AuaItRITTeTivntuATAIfoSIvous:uUSNWIRgWUaoARENWTsIUDS

Morning Break: 10.30 - 10.45
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& DATA PROTECTION

10.45 - 12.15

PRACTICAL ACTIONS TO CYBERSECURITY FOR CHALLENGES FOR YEARS AHEAD

¢ nsipnwdriSana:inatiAURURTUNSUSHISAMUUaanfgia:aUsaItiodn1lsiues msdnnislaunu
AUIFgINNIBIaosNAN180EgEY

-9 ¢ Dr. Tanusit Skunnawat

Operation Director & CLM Managing Director

‘ "‘L Vintcom Technology PLC.
a

« Cybersecurity Challenges to be Prepared for Years Ahead

« Risk Based Approach and Cyber Resilient Systems

« Addressing the Cybersecurity Staffs Shortage with SOCless Approach
« Building a Cybersecurity Culture in Organizations

/- anuiMgsuANuUasnnelsiuashsiodinsauwsoudnsulsion U

- msuUs:iiunoWIdgdNa:s:uuRANUEAEURanISToUFTsIUS

- msilvdtyrvanirauwanusiuauUaoanalsiuasoedsMsilisioswswAuUEAITUNMSAIWUaDAITE
(SOCless Approach)

\- msa$nmusssuanuUaannalsivasiuarng

Lunch & Networking: 12.15 - 13.30
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& DATA PROTECTION

13.15 - 10.30 '

DATA LEAKAGE/ DATA BREACH INVESTIGATION AND DIGITAL
FORENSIC TECHNIQUES

0 ns:usuMsAaUAUBYFINgANAUNNIBILDS 1Ia: luanNMsdugouInnazidnTayanogAINawaiuand
unstifinunazunissunwanallla

8 Dr. Supakorn Kungpisdan
Managing Director
CYBER ELITE (a subsidiary of Benchachinda Group)

~

« Changing Landscape of cyber threat

« Clarify and distinguish what Data Breach, Data Leakage, and Data Loss are and why do they happen?

« Data Breach & Data Leakage prevention, detection and response

« Case studies: sample of data leakage incidents J
\

f + IualliumsivasunasvouisAnAunlsiuas
o WQogNINLGBA Na=IeNANUIANGIS:HIW Data Breach/Data Leakage/Data Loss SOUTNANMARANIVOINISAIDN
lioya Voyasalhana:voyagryme alodnuvoyavovaddnsogsanuia:dus-ansniw
- 38n1sUodru NsASOIMN lla=msmauauoy IdaINANsa:iDvoyana:voyasalia

\ « fD981NSUANYIAINGIAU Data Breach, Data Leakage Ila: Data Loss AINAVUISY WE0LASNISIANS /

g
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& DATA PROTECTION

1“_“5 - 15_45 Afternoon Break: 14.30 - 14.45
CYBER INCIDENT RESPONSE: WHAT DO YOU DO WHEN IT HAPPENS TO YOU?

0 nuonmsSubeimaAnAILNTEILGS NSzudUMSABUAUDIFNEANAUNIBILDS SEUSTURDUIA:NSIRSEL

TRwSouniounTuUsUTEanun1sniasy

« Cyber Incident Response Process

« Cyber Incident Readiness Program
« Cyber Drills and Threat Information Sharing
« Managing a Cyber Incident: What do you do when it

0 Mr. Veerasak Kritsanapraphan \happens to you? )
Head of Technology Innovation

True Digital Group (. nszugunssulionuannianALNWTsIUeS )
* IWUIRSENAUWSaNAMSUINORA ANAWNNIBIVES
- msdndousudanalsiuasianisns=navoyaineanuns
AnAWlBIVDS

~  USHIsIANsInnAANAIUNIBILaSoENISAKINUSENVaY
AruANagluanuMs

J

~

« Persuading C-suite leaders to truly understand the value of
Cybersecurity

« Data Protection business perspective and contexts

« Ensuring Privacy and Data Security

\- Implementing data security and risk governance j

Chief Executive Officer

THANAGER & CO /- msliutihogusmss=auauliiintefivntuAnigsavads:uusnun
AUasnNenlsILes

* JUUava:usunnssiosiomstovnuvaya

« a$us:uusnynuUasanevayaia:AuIdudousd

« 385t Data Security 12=N1SUSHISAWIFSIUNTS
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& DATA PROTECTION
DAY TWO: 19 JIIIIE 2024

09.00 - 12.15

CYBER SECURITY MATURITY ASSESSMENT: UNDERSTANDING THE STATE
OF CYBER RISKS

1 nagnsusmisAnWIdedlsIvasiineaTouiuadAnsvavAnTAABu melfinsudlantuvrustnasfave:osio
1 soufiy Framework NinU1zau msAnIsin Cyber Security Maturity Assessment N1SUS:IDUANENIWAIU
A wluAaannealsiuas GuiluinSoulolumsushisinnsanuIFavaulsiuas

8 Mr. Polnsutee Thanesniratsai
. Director
‘,\ o Bluebik Titans Company Limited

KEY DISCUSSION

« Cyber Strategy Framework

» Demystify the misconceptions of Cyber Security System

« Guide through Persuading C-suite leaders to truly understand the value of Cybersecurity
« Cyber Security Maturity Assessment

» Manage a Cyber Incident. What do you do when it happens to you?

* NSOUNSIWIWUNAgNSMUlBIUES

« IfiUUOIIa=AIUINITINEAINGINUS:UU Cyber Security

+ IuziuonMsIiutnogusss=ugutiiiafivntuAmINigSIvavs:uusnEIAYIUUaaRBNITsIUaS
- msUszIduANgNWsUAYWIUAVaANETEILDS

» USMSIANSIKANISOUS 185U Cyber MiAATUoEIS?

- j Morning Break: 10.30 - 10. 45
il —

oy %“ /
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& DATA PROTECTION

DATA LEAKAGE & LOSS PREVENTION METHODOLOGY

o nuonmslaviumsgryide rSo mssalkiavadioya

& Data Loss Prevention

« Data Protection business perspective and contexts

a -
« Challenges and focus areas for data protection

« Technology challenges and path considerations. Data protection from the “inside out” can change the game.
«» Shaping up a data protection program

* JUUavNazusunnssiosiamstoviuvanya

« ADWMAIMaIa:vaulvadnsunislavnuiaya

- AYWMN1gnInAluladia:nisundovioyann “inside out”
- sUnuulUsiinsumstoviiuvoya IWednluTgUs:Tostognaniasy

Lunch & Networking: 12.15 - 13.30

13.30 - 15.00
PERSONAL DATA PROTECTION LAWS & CORPORATE PRIVACY STRUCTURES

1 npruEIasiaUYAURINgoNUTayadouynnaliaznsiuTayadouuAna ansvourivaviayadouuana n1s
Jan1svoyadouunna wans:NURINBINUSSTY NOHUIBIWY 1Az 910y1 NINBIVON (a:idn, AanNSwe <ad) :

Partner
Baker & McKenzie Ltd.

N/

 Personal Data Protection Act and personal data * Wsu.AuAsavVayadouyAnalia=Msminuvayadou
governance unna

« Criteria and exceptions for obtaining consent from * Kaninquria:vosnI3un1svoAUBUIaLNI VY
personal data owners Vayadouunna |

« Characteristics of highly sensitive personal data - anvru:vauvayadouyananinouoaulogy

« Responsibilities of personal data controllers, personal (Sensitive Personal Data)

data processors, and personal data protection officers ° hﬁ'lﬁva\l@'noquﬁogaeiouqnna wus:uoawavaya
« Civil liability and penalties for violation of personal data douynna IrthiAUAsavTaladouyAAa

of service providers « ANUSUEANNIWINAzUniKuAlnvsionsa:zInmn

k J kﬁagaéouqnnavodq{ﬁ%ms )
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& DATA PROTECTION

15.15 = 16_45 Afternoon Break: 15.00 - 15.15

CYBERSECURITY IN DIGITAL MONEY: THE NEW ERA OF FINANCIAL RISKS?
HOW TO MINIMIZE RISK & THREAT ON FINANCIAL DATA?

1 Ns:uouMsmoUdUaIsNEANAILNTEILGS Aos:UUMSIUATNA IWolaviuaanssuwsousuliouans:
nuNOWIRATUIAYINAZWIFEAUNISNUATNA WSaUNSUANKIUS=NaUNISIAIWINTR9INSSTIINISIUATINA

0 Ms. Kritiyanee Buranatrevedhya
Partner
Baker & McKenzie Ltd.

B e oisoussion

» Cybersecurity threats in digital finance and crowdfunding

« Trends and laws regarding cybersecurity threats in digital finance and international regulations

« Organizational preparedness to mitigate cybersecurity risks in digital finance: lessons from abroad and
domestically

+ Recommendations for business organizations to prepare for minimizing financial digital risks

» Methods to minimize data security risks and threats

- nualiunazngrurgnganuieAnAUNITBIVESAUNISNUATAA / nincuriNiNgavounvlunassgUs:na

- msiRSguANUWSaLVavoIAnsssialioanngIdevIa:NBANAILNTBILASNWNISRUAINA:UNSEUNNAIUS:INA
nazfuds:zin

- Volu: uﬂumsmsaUFmuwsauvou0\1ﬂnsssno|woannmmaa\mﬂ\mﬂsmumna

° osmsann:nmaa\ma-nannmumuvauaThuoanam

- fisAnAWNMNTBIVASTUNSIIUATNAIIA:NNSS=AUNULIIU crowdfunding W
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Cybersecurity-the protection of valuable intellectual property and business information in
digital form against theft and misuse-is an increasingly critical management issue. New
research from leading market analysts, Juniper Research, suggests that the rapid digitization
of consumers’ lives and enterprise records will increase the cost of data breaches to $2.1
trillion globally by 2019, increasing to almost four times the estimated cost of breaches in
2015. In this ‘connected’ world, more companies have become the victims of cybercriminals
from both inside and outside their organizations. Response to cyberattack need established
process and knowledge in digital evidence handling.

According to Forbes Technology Council article ‘Why Cybersecurity Should Be The Biggest
Concern?’, there are three main reasons why Cybersecurity is of great concern nowadays.
First, a lack of knowledge and awareness about the importance of cybersecurity. Some
companies overlook cyber risks, while others pay close attention but don’t know what to do
or how to do it. Second, complex scenarios where old, new and different technologies are
used together. This happens frequently as businesses update but one unseen insecure
component make a whole system insecure. Finally, a lack of time and money for security.

pd
@5 —‘. ' M
.._" { .
PR S AR ==
‘i ~ :r/’n =
T o "Mormation 1\ L=
F— = N

111




& DATA PROTECTION

THE MOST CRITICAL CORPORATE RISKS

TulanAvnoanisiiwidouleviimAuegwiativnnyulan nazinAlulagivauabunuanuingavu
odgwrollov Tg1e:lugdmus:draundonanssiie foAnAwARLLIogWKaNAeIliliog Cyber
Threat TénareunTuniv TuSevisiovduniuovednindda avdnssing MlanSUAUMNAzASHIN
191 Cyber Risk lilsidovidntiogne:uosinulsidnsoll 91nn1sHdeved Juniper Research
amuuddevoyaduliFumsnatn yadInouidemeandynvoyasonalang:Wuvus12 4 I
naavlAIRufivAoWIVasuIlasRsoASaNasuIsy  fuoadonriue-Fodinssunnuwsouliiuavrns
Wolaviuna:nauauavieANAIUNLINAIUIRIUNOIA s:uu Cyber Security NTUs:ANSMWIDUE
Niluna:vaalulea mquahénr‘i Cyber Security AS9:i0ufaVod1AtyNavAnsAISASHUNTY
RIWUNAILAIN Forbes Technology Council TRgaisssies:aulanlind1old Ao AWTLSna:
aowlims:zninvevadrins BdlUndalu urvavrnsSu§fiv Cyber Threat nsliauasnsuiiolfiws1zvan
AgWSAWNTaNgNFoY
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Grande Centre Point Ratchadamri

STRATEGIC 18 - 19 JUNE 2024

DATA PROTECTION

nagn O\lﬂUﬂO'lUIEIEJ\]I‘UIUOSIIa ﬂUﬂSﬂ\lVﬂUﬂSSﬂ?

Key Information Easy Ways to Register &céif.?s?é‘iﬁi%'ﬁue

When: Online Registration 8.30

18 - 19 JUNE 2024 http://www.omegaworldclass.org/regist Register & Morning Coffee
Where: er-online/ 9.00 -10.30

Grande Centre Point E-mail: Program Commences

Ratchadamri conference@omegaworldclass org 10'39 - 10.45
Morning Break

. ; 10.45 - 12.15
nS‘.f_U'LEf']SO\an\l I Program Commences
meludun 4 JUNE 2024 : 12.15 - 13.30

Lunch & Networking
13.30 - 15.00

Program Commences

15.00 - 15.15

Afternoon Break
1515 - 16.45
17.00

o . . 15% DISCOUNT
A19USUAUUUN anrdaun18la 200% (200% TAX DEDUCTION) FOR 3 PEOPLE

Registration Fee I1:andynn USnuasaan
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